
What is it?
What are the risks?

How do I keep my child(ren) safe?
How do I report concerns?

Where can I get information?



Online safety
 Utilising information and communication 

technologies in a safe and responsible way.

or

 Awareness and ability to remain safe and act 
responsibly when using e-mail, internet, apps, smart 
phones, games consoles and any online method of 
communication.



Some methods of communication
 Facebook

 Twitter

 Tumblr

 Snapchat

 Instagram

 WhatsApp

 Youtube

 Anonymous chat apps

 Games consoles and online

gaming sites e.g. steam 



Potential risks

 Bullying by peers and people you consider “friends”.

 Posting personal information that could identify you.

 Sexual grooming, luring , exploitation and abuse by strangers. 

 Exposure to inappropriate content. 

 Exposure to racist or hate material.

 Encouragement of violent behaviour, such as ‘happy slapping’. 

 Glorifying activities such as drug taking or excessive drinking. 

 Risk of physical harm in making video content.

 Running away from home as a result of contacts made online.

 Radicalisation and exposure to extremist views.



Devices
Through secondary 
school mobile phones 
and laptops become 
the most popular 
devices for accessing 
the internet.
69% of 11-12 year olds 
use a mobile phone, 
compared to 83% of 
15-17 year olds.

Source; pace of change report 2015



Time spent online
 Children between the 

age of 7 and 17 claim to 
spend twice as long 
online as their parents.

 Children using mobile 
phones and games 
console spend, on 
average, approximately 
3 hours per day online.

 Girls device of choice is 
a mobile phone.

 Boys spend longer than 
girls on other devices.

Source; pace of change report 2015



Reasons for going online
 The most popular reasons for children to go online on a normal day are;
1. Using a social networking site (2.8 hours)
2. Listening to music (2.4 hours)
3. Playing games (2.3 hours)
4. Messaging friends / family (2.3 hours)
5. Watching video clips (2.1 hours)
 62% of 11 year olds and 69% of 12 year olds have a facebook profile
 4 out of 10 children remove privacy settings to attract more friends or 

followers.
 On average children attract 100 followers to every one of their profiles –

yet six out of 10 of them are not real friends.
 Children as young as 11 post an average of 26 times a day.



Websites and apps used
 Facebook (60%), Instagram (56%) and snapchat (58%) 

are the most popular social networks

 You tube is the most popular website (83% of children)

• 40% of children 
have used a 
“riskier” app.
• The most popular 

of these is Kik
messenger. 



Approaches to keep children safe 
online



What children do online



How behaviours change with age
• As children get 

older they are 
more likely to 
disregard set 
times for 
internet use and 
time limits.
• Boys are more 

likely than girls 
to disobey 
restrictions.



Parental controls
• Awareness 

amongst 
parents is 
high.
• Around half 

of parents 
use parental 
controls of 
some sort.



Cyberbullying
• Children experience 

more cyberbullying as 
they move through 
secondary school

• Children can find it 
easier to write online 
than talk face to face.

• This can be people they 
know; friendship issues, 
boyfriend / girlfriend 
issues or social media 
misunderstanding.

• This can be unknown 
people, for example 
through online gaming.



Access to inappropriate content
 48% of 11-16 year olds have seen pornography online.

 7% of 11-16 year olds have shared a naked or semi naked 
image of themselves.

 More boys than girls choose to view pornography.

 Behaviours can include;

developmentally inappropriate use of pornography

sexual harassment

grooming

sending sexual texts, including sexting without images

exposing other children and young people to pornography.



Online grooming 1
 All children can be at risk of sexual exploitation when going 

online and interacting with strangers, even if they have a 
supportive home environment.

 What starts as an innocent and harmless chat with a ‘friend’, can 
very quickly develop into a dangerous relationship with 
devastating consequences. 

 The word ‘grooming’ is used to describe the process that abusive 
adults use to trick a child or young person into believing they are 
trustworthy so that they can eventually sexually exploit them. 

 The different stages of grooming – targeting, friendship forming, 
loving relationship and abusive relationship – can progress very 
quickly online and not all stages, such as the loving relationship, 
may take place.



Online grooming 2
 Grooming is most prevalent for 14-17 year olds. (From the 

Barnado’s online grooming survey 2016)
 Almost half of children groomed online were exploited by 

more than one perpetrator. This can include instances 
where children are groomed online, go on to meet the 
person who groomed them and be sexually exploited by 
them and others.

 Children were also exploited through the use of technology 
in other ways. This included sexting, peer exploitation, 
exchange of films/ photographs, encouragement to self-
harm, encouragement to engage in harmful sexual 
behaviour, and sexual role play through animated profiles 
or online gaming.



What is illegal?
The following types of content may be classified as 
illegal:

 footage of real or simulated violence, criminal activity 
or accidents from video clips, games or films

 sexually explicit content

 images of child sexual abuse 

 content that advocates the doing of a terrorist act 

 content instructing or promoting crime or violence.



Prohibited actions
 Make prohibited material or permit prohibited 

material to be made

 Distribute prohibited material

 Have in possession prohibited material with a view of 
having it distributed or shown

 Publish, or cause to be published, advertisement about 
distribution of prohibited material



Dealing with offensive material
If you see online content that you think is offensive there are 
number of easy ways to deal with it:
 close the page straight away, hit control-alt-delete and choose to 

close the window if the site does not allow you to exit
 use a filter or other tool to block adult content, and use safe 

search settings in your browser
 report offensive content to the site using their reporting tool
 A chain voicemail message is being sent to students currently 

containing some nasty consequences if it is not sent onto 
multiple friends, these have previously been in the form of email 
and text messages

 talk to someone you trust if you have seen something that has 
shocked or upset you



Respecting privacy things to think 
about
 Should I post, copy or send this image? comment or 

respond? will it hurt, upset others or lead to negative 
consequences?

 Are my privacy settings set so that I am only sharing 
information with people I trust?

 Think carefully about the photos you choose to share 
online; do they give away a lot of information (e.g. a 
picture of you in your school uniform)? Also keep in 
mind that photos can be easily copied, changed or 
shared.



Privacy settings



Privacy settings



Privacy settings



Privacy settings



Turn off location sharing

 When in photo-taking mode, pinch the screen to 
open your Snap 

 Tap the settings cog in the right-hand corner of the 
screen

 Tap Ghost Mode to switch off location sharing

 Also with KiK, What’sApp and Xbox



Setting parental controls - broadband



Setting parental controls - broadband

• If in doubt 
contact your 
broadband 
provider



Setting parental controls
 Mobile Phone Parental Controls

are generally already in place.

 O2, EE, Orange and T-Mobile 

ask you to either go in-store with 

an official photo ID, like your 

passport or driving licence.

 Or you complete a credit card 

age verification check using an 

online form to view content.



Setting parental controls – online media



Any concerns
 Ceop (Child exploitation and online protection) on The School 

website.
 www.thinkuknow.co.uk
 http://www.parentport.org.uk/
 Advice for different groups of people
 http://www.childnet.com/
 https://www.getsafeonline.org/safeguarding-children/
 Guides for parental controls
http://www.saferinternet.org.uk/advice-and-
resources/parents-and-carers/parental-controls
 Apps guide for parents
http://www.internetmatters.org/
 Kidscape
www.kidscape.co.uk


